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RESUMO 
 
Objetivo: Este estudo analisa a transformação da interação entre o Estado e a 
sociedade civil na era digital. Explora como a digitalização redefine a governança, a 
regulamentação legal e a administração pública, além de examinar os desafios 
relacionados à segurança, privacidade e transparência nas relações entre o Estado e 
a sociedade civil. 
 
Método: A pesquisa emprega uma combinação de métodos dedutivos, indutivos, 
sistêmicos, comparativos-legais e históricos para avaliar o impacto da digitalização na 
governança e no engajamento da sociedade civil. Também revisa estruturas 
legislativas da Alemanha, França e outros países da União Europeia para identificar 
modelos eficazes de interação. 
 
Resultados: Os resultados indicam que a digitalização melhora a eficiência da 
governança e a participação da sociedade civil, mas também levanta preocupações 
sobre segurança de dados, regulamentação legal e acessibilidade digital. A análise 
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comparativa dos sistemas jurídicos europeus destaca diferentes abordagens para o 
apoio a organizações sem fins lucrativos, promoção da transparência e garantia da 
segurança cibernética. 
 
Conclusão: O estudo conclui que a digitalização transforma as interações entre o 
Estado e a sociedade civil, exigindo marcos legais claros para garantir segurança, 
privacidade e governança eficaz. O fortalecimento dos mecanismos legais e 
institucionais ajudará a equilibrar os avanços tecnológicos com os valores 
democráticos, promovendo um Estado digital mais inclusivo e transparente. 
 
Palavras-chave: Estado digital; Digitalização; Sociedade civil; Administração pública; 
Regulamentação legal; Segurança; Privacidade; Governança. 
 
 
ABSTRACT 
 
Objective: This study examines the transformation of the state's interaction with civil 
society in the digital era. It explores how digitalization reshapes governance, legal 
regulation, and public administration while analyzing the challenges related to security, 
privacy, and transparency in state-civil society relations. 
 
Method: The research employs a combination of deductive, inductive, systemic, 
comparative-legal, and historical methods to assess digitalization's impact on 
governance and civil society engagement. It also reviews legislative frameworks from 
Germany, France, and other EU countries to identify effective models of interaction. 
 
Results: Findings reveal that digitalization enhances governance efficiency and civil 
society participation but also raises concerns regarding data security, legal regulation, 
and digital accessibility. Comparative analysis of European legal systems highlights 
different approaches to supporting non-profit organizations, promoting transparency, 
and ensuring cybersecurity. 
 
Conclusion: The study concludes that digitalization transforms state-civil society 
interactions, requiring clear legal frameworks to ensure security, privacy, and effective 
governance. Strengthening legal and institutional mechanisms will help balance 
technological advancements with democratic values, fostering a more inclusive and 
transparent digital state. 
 
Keywords: Digital state; Digitalization; Civil society; Public administration; Legal 
regulation; Security; Privacy; Governance. 
 
 
 
1 INTRODUCTION 

 

The digitalization of social relations and the formation of the digital state 

represent significant changes in the modern world, which makes this topic relevant for 
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scientific research. The impact of digitalization on state structures and social relations 

has scientific and practical significance. 

During the rapid development of digital technologies and their integration into 

public processes, the interaction between the state and civil society in the EU acquires 

special significance. This interaction influences the development of democratic 

processes and the strengthening of civil institutions. However, contradictions arise in 

the process of digitalization related to the regulation of digital platforms, data 

protection, and transparency. This article aims to determine the optimal interaction 

models between the state and civil society in the context of digitalization (Serikbai et 

al., 2023). 

Interaction between the state and civil society in the EU is important in the 

context of digitalization. In Germany, the legislation focuses on supporting non-profit 

organizations, which contributes to strengthening their role in public life. This is 

manifested in tax benefits and subsidies that allow organizations to perform their 

functions more effectively. The French legislation emphasizes transparency and 

accountability, which contributes to increasing trust in non-profit organizations on the 

part of society and the state. 

In the Czech Republic and Romania, digital technologies play a key role in civil 

society. They promote greater citizen involvement in public processes and facilitate 

access to information. This allows civil organizations to interact more effectively with 

government structures and influence decision-making. According to Shapkin (2018), 

“digital technologies play a key role in the development of civil society in the Czech 

Republic and Romania”. 

The analysis of legislation and interaction between the state and civil society 

in EU countries allows us to identify effective models and offer recommendations for 

their adaptation in other countries. This contributes to strengthening democratic 

institutions and increasing trust between the state and civil society. 

Digital technologies impact the development of civil society in the Czech 

Republic and Romania. They increase citizen involvement in public processes and 

improve communication between state structures and civil society. However, the 

decision-making mechanism within the system of multi-level government is rather 

fragmented. It is based on a consensus and involves formal state institutions and non-

governmental structures related to civil society. This emphasizes the importance of 
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integrating digital technologies into governance processes and engagement with civil 

society. 

Thus, the study of different interaction models between the state and civil 

society in the EU countries allows us to identify effective practices and offer 

recommendations for their adaptation in other countries, which contributes to 

strengthening democratic institutions and increasing trust between the state and civil 

society. 

 

 

2   METHODS 

 

The basic research method is a review of sources found in Scopus and Web 

of Science for the following keywords: “digital state”, “digitalization”, “civil society”, 

“public administration”, “legal regulation”, “security” and “privacy”. 

The current scientific development of the topic includes studies by Ilyicheva 

(2020) and Zaitsev (2023) who emphasize the importance of digital technologies in 

transforming the interaction between the state and civil society. Ilyicheva argues that 

“digital reality changes not only civil society and its institutions but also public power 

represented by state structures”. Thus, this article aims to identify and analyze the 

features of the digital state and its role in modern society. This requires a 

comprehensive approach and considering different opinions to create a holistic picture 

of the digital state and its interaction with civil society. 

The research methodology on the interaction between the state and civil 

society in the context of EU digitalization is based on a comprehensive approach 

(Bobkov et al., 2020; Kenzhin et al., 2021), which includes the analysis of legislative 

acts, comparative study of interaction models, and assessment of the impact of digital 

technologies on the development of civil institutions. German and French scholars 

emphasize legislative aspects to identify differences in approaches to regulating the 

interaction between the state and civil society. The German and French legislations 

demonstrate different approaches to regulating the interaction between the state and 

civil society (Shapkin, 2018, p. 532). 

Czech and Romanian scholars focus on the impact of digital technologies on 

the development of civil institutions. In these countries, digital technologies play a key 

role in civil society, which emphasizes the importance of their integration into 
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interactions with the state. This approach allows us to identify effective practices and 

offer recommendations for their adaptation in other EU countries. 

The research methodology of the digital state requires a comprehensive 

approach that considers various aspects (Riczu et al., 2023; Galindo Ayuda, 2024) 

related to digitalization. It is necessary to consider the theoretical framework to define 

the essence of the digital state. The literature review shows that scholars are divided 

into several groups. One group considers the digital state a tool to improve public 

administration, while the other focuses on the risks and threats associated with 

digitalization. There are also differences in approaches to the legal regulation of digital 

technologies. 

Comparative analysis and systemic approach are used to analyze the digital 

state in broad and narrow senses. Comparative analysis allows us to identify 

differences and similarities in approaches to digitalization in different countries, which 

contributes to a deeper understanding of the processes taking place in society. The 

systemic approach helps consider the digital state as a complex system in which 

technology, legal norms, and social institutions interact. The study uses content and 

discourse analysis to examine how the digital state is represented in media space and 

academic literature. These methods determine key themes and issues related to 

digitalization and help understand how they are perceived by society. 

An important aspect of the study is the analysis of network aspects of digital 

transformation. According to scholars, “At the current stage of social development, 

considered in terms of its network aspects, the key role of digital transformation 

processes is obvious” (Mikhaylenok et al., 2020, p. 204). This stipulates the need to 

study network interactions and their impact on state structures and civil society. The 

methodology of digital state research includes approaches and methods that allow for 

a comprehensive study of this complex and multifaceted phenomenon. Various 

methods contribute to a fuller understanding of digitalization processes and their 

impact on social relations. 

 

 

3   RESULTS AND DISCUSSION 

 

The digital state as a new form of political power faces problems and 

challenges that require careful analysis and solution. A key problem is ensuring 
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security in the context of digital transformation. With the increasing volume of data 

processed by state structures, the risk of cyber attacks and information leaks 

increases, which can undermine citizens’ trust in state institutions (Muradyan, 2023). 

The legal regulation of the digital state presents another challenge (Malginova, 

2023). The need to develop new legislation and revise existing norms requires 

significant efforts from legislators and legal experts. It is important to consider 

international experience and cooperation in cybersecurity and data protection to create 

an effective legal framework for the functioning of the digital state. Despite its 

advantages, the digital state faces complex challenges (Begishev et al., 2024, Sitnikov, 

2024), which require an integrated approach and interdisciplinary cooperation for their 

effective solution. 

Our study demonstrates that the digital state is a new type of organized society 

in which governance is ensured using digital technologies. The contribution of Ilyicheva 

and Zaitsev consists in a detailed analysis of the transformation of interaction between 

the state and civil society in the context of digital reality. They claim that digitalization 

contributes to the efficiency of state processes and creates new forms of civic 

engagement and interaction. 

The significance of the findings lies in the fact that they emphasize the need to 

adapt legal and managerial mechanisms to the new conditions of the digital era. 

A key contradiction in the study of the topic is the lack of a clear definition of 

the concept of digital state in the theory of state and law. This creates difficulties in 

developing a unified concept and approaches to managing and regulating digital 

technologies. As Mikhaylenok et al. claim (2020, p. 204), “At the current stage of social 

development, which we consider from the viewpoint network aspects, the key role of 

digital transformation is obvious”. 

Another important aspect is the disagreement in approaches to managing and 

regulating digital technologies, which requires an interdisciplinary approach and 

cooperation between different scientific disciplines. The issues of privacy and data 

security are also crucial to the digital state debate. 

Privacy issues are central to the debate on the digital state. Personal data 

collection and processing require strict adherence to legal norms and ethical standards 

to avoid violating citizens’ privacy rights (Bolatbekkyzy, 2024). According to Kartsiya 

(2019), “Digital technologies create a new reality, including digital economy and digital 

cyberspace, different from the physical world in which we live”. This emphasizes the 
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need to adapt legal mechanisms to the new conditions. As Zaitsev (2023) notes, “The 

digitalization of subject-subject communication between public authorities and society 

leads to the complication and technologization of the public sphere, generating new 

forms of civic activity and ways of interaction between public authorities and civil 

society organizations”. 

With the rapid development of digital technologies and their integration into 

social processes, the models of state-civil society interaction in the EU countries show 

considerable diversity (Ran, 2023). Germany, France, the Czech Republic, and 

Romania provide examples of different approaches to this interaction, which allows us 

to identify common features and unique characteristics of each model. 

Germany supports non-profit organizations through tax incentives and 

subsidies, which encourage their active participation in public life. 

France emphasizes transparency and accountability, which builds trust 

between the state and civil society. 

In the Czech Republic and Romania, digital technologies play a key role in civil 

society, promoting greater citizen involvement in public processes and facilitating 

access to information. 

A comparative analysis of these models shows effective practices that can be 

adapted in other countries. Migrant integration is a multifaceted process combining 

political, economic, social, and cultural aspects. This emphasizes the importance of 

flexibility and adaptability of interaction models in a rapidly changing digital 

environment. 

The digital state is a complex phenomenon that can be viewed in broad and 

narrow senses. In a broad sense, the digital state can be defined as a political union 

that uses digital technologies to govern and interact with civil society. It is a new 

organized society where public power is exercised through digital tools, which allows 

for more efficient management of public processes and interaction with citizens 

(Molintas, 2024). 

In a narrow sense, the digital state focuses on implementing information and 

communications technologies (ICT) in the activities of public authorities. This includes 

digital platforms for public services, making them more accessible and convenient for 

citizens. As Ilyicheva argues, “The introduction of digital ICT in the activities of public 

authorities not only allows to make citizens’ access to public services faster and more 
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convenient but also contributes to improving the efficiency of government agencies” 

(Ilyicheva, 2020, p. 29-30). 

According to E.V. Malinenko, the processes of digitalization are objectively 

aimed at improving the constitutions and charters of Russian regions, their adaptation 

to the digital space, and new legal comprehension in the context of digital 

transformation. Digitalization is a condition for the successful development of the 

national economy. Without it, the legal development of the constituent entities of the 

Russian Federation is impossible (Malinenko, 2018, p. 61-62). 

Changing the digital future will allow every citizen to fully participate in the 

digital platforms of the constituent entities of the Russian Federation, regional 

programs, and national projects. It seems relevant to introduce a digital dialogue 

between the population and the public authorities (Malinenko, 2022, p. 720-721). 

 

 

4   CONCLUSIONS 

 

The digital state changes the forms of interaction with civil society and 

promotes the development of new governance models based on the principles of 

openness, accessibility, and participation. This opens new opportunities for 

democratizing public processes and strengthening civil society in the digital age. 

The comparative analysis of interaction models in EU countries allows us to 

identify effective practices and offer recommendations for their adaptation in other 

countries. This contributes to a more holistic understanding of the state's role in the 

context of digital reality and the digitalization of social relations. An important aspect is 

cultural and social differences that affect the implementation of interaction models. The 

research methodology includes theoretical analysis and practical assessment of 

existing interaction models, which allows us to get a more complete picture of the 

state's role in civil society in the context of digitalization. 

Features of the digital state include using network technologies to ensure 

transparency and openness of state processes and create new forms of interaction 

between the state and civil society. An important aspect is the digital infrastructure that 

supports these processes and contributes to their sustainable development. Thus, the 

digital state transforms traditional forms of state structure and creates new 

opportunities for civic participation and interaction. 
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Digitalization impacts the interaction between the state and civil society, 

transforming traditional forms of communication and creating new opportunities for 

citizen participation in governance. In the digital environment, state structures are 

increasingly turning to ICT to improve the quality of services provided and increase the 

transparency of their activities. 

The significance of our findings lies in the identification of effective interaction 

models that can be adapted in other countries. This contributes to strengthening 

democratic institutions and increasing trust between the state and civil society. 

However, the fragmented decision-making mechanism of multi-level governance 

requires the integration of digital technologies. 

Future research on this topic could focus on developing legal frameworks and 

strategies for digital governance. It is important to consider international experience 

and cooperation in cybersecurity and data protection to create an effective legal 

framework for the functioning of the digital state. It is also a promising direction to study 

the impact of digitalization on democratic processes and civic participation to better 

assess the potential of the digital state to strengthen civil society. 

A key aspect of digital engagement is the creation of feedback platforms that 

allow citizens to actively participate in the discussion and resolution of socially 

significant issues. Such platforms contribute to a more open and inclusive society 

where every citizen can contribute to the development of the state. Examples of 

successful integration of digital technologies into public administration can be observed 

in countries where e-government and online services have significantly simplified 

access to public services and increased their efficiency. 

Studying different interaction models between the state and civil society in the 

context of digitalization allows us to identify effective practices and offer 

recommendations for their adaptation in other countries, which contributes to 

strengthening democratic institutions and increasing trust between the state and civil 

society. However, digitalization raises issues related to data protection and 

cybersecurity. With increasing digitalization, robust data protection mechanisms need 

to be developed to ensure the security of state and public data. This requires technical 

solutions and legislative initiatives to regulate digital technologies in the public sphere. 

Thus, digital technologies represent a powerful tool for the development of civil society, 

but their use must be accompanied by security and data protection measures. This will 
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increase the efficiency of interaction between the state and civil society and strengthen 

citizens’ trust in state institutions. 

 

ACKNOWLEDGMENTS 

This publication is supported by the RUDN University Scientific Projects Grant System, 

project No. 090222-2-000 “Development of the concept and models of digital dispute 

resolution in the context of creating a common information area of Eurasian Economic 

Union countries” (Supervisor: E.E. Frolova). 

 
 

REFERENCES 
 
Begishev, I., Abdullayev, I., Chernov, D., Blagodatskaya, A., Sychanina, S., 
Kochetkov, E. (2024). Evaluation of the effectiveness of digitalization projects in the 
field of receiving citizens’ appeals, taking into account the specifics of the region. 
Cadernos Educacao Tecnologia e Sociedade, 17(2), 757-780. URL: 
https://dx.doi.org/10.14571/brajets.v17.n2.757-780 

Bobkov, V.N., Simonova, M.V., Loktyukhina, N.V., Shichkin, I.A. (2020). Peculiarities 
of unstable employment in the era of a digital economy from data of social media of 
Russia. Advances in Intelligent Systems and Computing, 908, 235-243. 

Bolatbekkyzy, G. (2024). Legal issues of cross-border data transfer in the era of digital 
government. Journal of Digital Technologies and Law, 2(2), 286-307. URL: 
https://doi.org/10.21202/jdtl.2024.15  

Galindo Ayuda, F. (2024). Algorithms, sociology of law and justice. Journal of Digital 
Technologies and Law, 2(1), 34-45. URL: https://doi.org/10.21202/jdtl.2024.3  

Ilyicheva, M.V. (2020). Transformation of state-civil society interaction in the digital 
reality. Izvestiya of Tula State University. Humanities, 4, 28-37. 

Kartsiya, A.A. (2019). Digital transformation of law. Monitoring of Law Enforcement, 
1(30), 25-29. 

Kenzhin, Z.B., Tulegenova, A.U., Zolkin, A.L., Kosnikova, O.V., Shichkin, I.A. (2021). 
Labor market under economy digitalization. E3S Web of Conferences, 311, 8007. 

Kurbatov, V.I., Kulikov, S.V., Papa, O.M. (2018). Network online communities: Self-
governance factors in the formation of digital civil society. Humanitarian, Socio-
Economic, and Public Sciences, 12, 24-31. 

Malginova, Y.N. (2023). The main directions of the digital economy in the context of 
administration and public administration. NB: Administrative Law and Administration 
Practice, 4, 9-14. URL: https://doi.org/10.7256/2306-9945.2023.4.68829  

Malinenko, E.V. (2018). Constitutions and charters as contracts between the 
population and the authorities in the subjects of the Russian Federation. Law and 
State: Theory and Practice, 5(161), 61-62. 

http://creativecommons.org/licenses/by-nc/4.0/
http://creativecommons.org/licenses/by-nc/4.0/
https://dx.doi.org/10.14571/brajets.v17.n2.757-780
https://doi.org/10.21202/jdtl.2024.15
https://doi.org/10.21202/jdtl.2024.3
https://doi.org/10.7256/2306-9945.2023.4.68829


 
   
 

   

 

Avaliação: Double Blind Review 

 

Revista Relações Internacionais  

do Mundo Atual 
 

Revista Relações Internacionais do Mundo Atual.  
Vol.1, nº 51 | p.33 - 44 |Janeiro/Março 2026. 

Esta obra está licenciada com uma Licença Creative Commons Atribuição-NãoComercial 4.0 Internacional.  

Malinenko, E.V. (2022). Digitalization of constitutions and charters of the Russian 
Federation’s subjects in the information space. In State Administration and 
Development of Russia: Designing the Future, 720-721. Moscow. 

Mikhaylenok, O.M., Malysheva, G.A., Shchennina, O.G., Zelenko, B.I., Voronkova, 
O.A., Mitrofanova, A.V., Shimanskaya, E.S., Brega, A.V., Nikovskaya, L.I., Lyublinskiy, 
V.V., Makushina, L.V., Nazarenko, A.V. (2020). Social reality and political relations in 
the context of the network paradigm: Problems and prospects of research. Social and 
Humanitarian Knowledge, 3, 201-241. 

Molintas, D.T. (2024). Public-private partnership agreement in the context of the matrix 
for assessing their legal parameters and digitalization. Journal of Digital Technologies 
and Law, 2(2), 430-449. URL: https://doi.org/10.21202/jdtl.2024.22  

Muradyan, S.V. (2023). Digital assets: Legal regulation and estimation of risks. Journal 
of Digital Technologies and Law, 1(1), 123-151. URL: 
https://doi.org/10.21202/jdtl.2023.5  

Polovchenko, K.A. (2021). Constitutional foundations of the security system in a 
modern state. International Journal of Electronic Security and Digital Forensics, 13(4), 
390-402. 

Ran, Y. (2023). Human interpreters in virtual courts: A review of technology-enabled 
remote settings in Australia. Journal of Digital Technologies and Law, 1(3), 712-724. 
URL: https://doi.org/10.21202/jdtl.2023.31  

Riczu, Zs., Melypataki, G., Mate, D.A. (2023). Concepts of work: From traditional 
social-labor ideas to modern effects of digital transformation. Journal of Digital 
Technologies and Law, 1(1), 175-190. URL: https://doi.org/10.21202/jdtl.2023.7  

Shapkin, I.N. (2018). Organized capital and labor: The activities of employer unions in 
Russia at the beginning of the 20th century. Historical and Economic Research, 4, 531-
555. 

Sitnikov, M.S. (2024). Financial and legal development of social relations using digital 
currencies in metaverses. Journal of Digital Technologies and Law, 2(1), 200-220. 
URL: https://doi.org/10.21202/jdtl.2024.11  

Vasyukov, V.F. (2021). Investigation and seizure of electronic media in the production 
of investigative actions. Revista de Direito, Estado e Telecomunicacoes, 13(2), 78-88. 

Ydyrys, S., Ibrayeva, N., Abugalieva, F., Zhaskairat, M., Uvaliyeva, A. (2023). 
Regulatory and legal support for the development of digital infrastructure in rural areas 
as a factor in improving the level of sustainable development and quality of life of the 
rural population. Journal of Environmental Management and Tourism, 14(5), 69, 8011. 
URL: https://doi.org/10.14505/jemt.v14.5(69).08  

Zaitsev, A.V. (2023). Transformation of the concept of the public sphere by J. 
Habermas in the info-communicative and digital reality of the late 20th and early 21st 
centuries: A theoretical-methodological aspect. Philosophical Thought, 10, 51-62. 

 

http://creativecommons.org/licenses/by-nc/4.0/
http://creativecommons.org/licenses/by-nc/4.0/
https://doi.org/10.21202/jdtl.2024.22
https://doi.org/10.21202/jdtl.2023.5
https://doi.org/10.21202/jdtl.2023.31
https://doi.org/10.21202/jdtl.2023.7
https://doi.org/10.21202/jdtl.2024.11
https://doi.org/10.14505/jemt.v14.5(69).08

